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SIKISTIRILMIS VIDEO GUVENLIGI
OZET

Guntmiz sifreleme algoritmalari geleneksel metin verisini
sifrelemeye ve ¢ozmeye yoneliktir. Video akiminin sifrelenmesinde

sikca rastlanan yvaklasim, sayisal videonun bir bit akimina
donlistiriilerek geleneksel veri gibi sifrelenmesidir. Kendine has bir
yapisi olan video akiminin sifrelenmesi, sifreyi c¢ozmek isteyen
saldirgana ag¢ik noktalar birakmaktadir. Bu g¢alismada, video verisinin
artan gluvenlik ihtiyac¢larina karsain, geleneksel yontemlerle akim
sifrelendiginde ortaya c¢ikan zayif noktalar gdsterilecek ve alternatif
bir yoéntem aciklanacaktir. Onerilen ydntem, diisiik sistem kaynak
ihtiyaci ve karmasiklik seviyesine karsilik sikistirilmis video
akimina o6zel sifreleme, yuksek glivenlik, tasinabilirlik wve hziz
saglamaktadir.
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ABSTRACT

Conventional cryptography algorithms deal with the encryption
and decryption of text data. Common method for crypting wvideo stream
is encoding digital video into bit stream and encrypting in the same
way as generic data. Crypting video data that have a unique structure
gives weak points to the attacker. 1In this study, despite of
increasing security requirements of video data, weak points that
appear when stream is crypted by traditional methods are demonstrated
and an alternative method is explained. Given method provides special
cryptography for compressed video stream, high security, mobility and
speed for lower system requirements and complexity.
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